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Citrix Virtual Apps and Desktops 7 Advanced Deployment,
Troubleshooting, Security and Administration (CWS-313)

COURSE OVERVIEW:
Designed for experienced IT professionals this course builds on the foundational implementation and management
skills introducing scalability, redundancy and security configurations.

You will learn techniques to investigate many of the common issues that can affect environmental health and how
to solve issues more effectively in the advanced troubleshooting section. You will leave this course with a good
understanding of how to manage more complex solutions such as multi-location environments with configurations
around StoreFront, the Delivery Controllers, Cloud Connectors and HDX.

WHO WILL BENEFIT FROM THIS COURSE?

Built for experienced IT Professionals familiar with Citrix Virtual Apps and Desktops 7 in an on-premises
environment or Citrix Cloud looking to expand their Citrix Virtual Apps and Desktops skills to an advanced level.
Potential students include administrators or engineers responsible for the Citrix Apps and Desktop 7 Site.

PREREQUISITES:

Citrix recommends students prepare for this course by taking the following course:
e CMB-318 - Citrix Virtual Apps and Desktops 7, App Layering, and WEM Administration (Fast-Track) OR
e  CWS-215 - Citrix Virtual Apps and Desktops 7 Administration On-Premises and in Citrix Cloud.

COURSE OBIJECTIVES:
What you'll learn:
e How to implement advanced administration concepts such as backups, disaster recovery, scalability and
redundancy for a Citrix Virtual Apps and Desktop 7 Site
e Advanced troubleshooting techniques to troubleshoot Citrix Virtual Apps and Desktop 7
e Security considerations and configurations for Citrix Apps and Desktop 7 site including multi-site
management using zones

COURSE OUTLINE:
Module 1: Implementing Redundancy and Scalability
e  StoreFront and Citrix Gateway
e Site Infrastructure
e Machines Running the Virtual Delivery Agent
Module 2: Managing a Virtual Apps and Desktops Environment with Multiple Locations
e Zones

VDA Registration in a Multi-Zone Environment
Zone Preference

Optimal Gateway Routing and Zones
e Managing StoreFront Store Subscriptions in a Multi-Location Environment
StoreFront and Citrix ADC Branding
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Module 3: Implementing Backups and Disaster Recovery
e  Backups
e Disaster Recovery Considerations
e Disaster Recovery Process
Module 4: Implementing Advanced Authentication Methods
e  Multi-factor Authentication - RADIUS & OTP
e  Multi-factor Authentication - Smart Card Authentication
e Federated Authentication - ADFS, SAML, and FAS
Module 5: Improving App and Data Security
e Introduction to Application Security
e  Preventing Jailbreak Attacks
e  Minimizing the Impact of Attacks
Module 6: Securing Machines Running the Virtual Delivery Agent
e TLS to VDA Encryption
e  GPOs and Citrix Policies
e |Image Management
Module 7: Introduction to Troubleshooting
e  Troubleshooting Methodology Process
e Resource Tools and Utilities
e Introduction to PowerShell
Module 8: Troubleshooting Access Issues
e  Troubleshooting StoreFront
e Troubleshooting Citrix Gateway
Module 9: Troubleshooting Delivery Controller Issues
e Validating FMA Services
Module 10: Troubleshooting VDA Registration Issues
e  Troubleshooting VDA Registration
Module 11: Troubleshooting HDX Connection Issues
e  Troubleshooting HDX Connections

SUNSET LEARNING INSTITUTE (SLI) DIFFERENTIATORS:

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized technical
training since 1996. Our goal is to help our customers optimize their cloud technology investments by providing
convenient, high quality technical training that our customers can rely on. We empower students to master their
desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and consistent delivery
system. No matter how complex your environment is or where you are located, SLI is sure to have a training solution
that you can count on!
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Premiere World Class Instruction Team
e AllSLI instructors have a four-year technical degree, instructor level certifications and field consulting work
experience.
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction awards since
2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide them through our
labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes at any of our established training facilities or from the convenience
of your home or office with the use of our HD-ILT network (High Definition Instructor Led Training)
e All Sunset Learning Institute classes are guaranteed to run —you can count on us to deliver the training you
need when you need it!

Outstanding Customer Service
o Dedicated account manager to suggest the optimal learning path for you and your team
e  Enthusiastic Student Services team available to answer any questions and ensure a quality training
experience
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